Ramp email integrations: security brief

Ramp’s Gmail and Outlook Integrations collect relevant email data to power Ramp features from your
business’s email automatically. Companies or users with the integration enabled can leverage this
data without any human touch.

Customer trust is foundational to our business. When you enable these integrations, you trust Ramp
with access to your business's emails. Our email integrations were designed with this trust in mind:
we’ve implemented a variety of integration-specific measures to further restrict our access and help
protect your data. This brief describes the baseline and feature-level security measures we've
implemented that apply to the email integration.

Email Processing Flow

Our email integrations are automated and follow a strict, multi-step process designed to ensure data
privacy. There is no human in the loop—at your business or at Ramp—during the email ingestion
process.

Ramp’s email integration system sits between your connected inboxes and the core Ramp systems
that power each feature. It supports two processing patterns: continuous processing, where new
emails are processed as they arrive (for example, the receipt integration), and on-demand
processing, where the inbox is queried in response to an action in Ramp. Either way, emails follow
the flow below through the integration system:
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The Ramp email integration system processes new emails in three stages. First, we retrieve data
needed to evaluate each email’s relevance to the feature: some features leverage message contents
for filtering, others are able to use only metadata like headers. Second, we evaluate that data against
the feature’s relevance criteria. None of this data leaves Ramp’s email integration system during the
filtering step, except in explicitly disclosed cases where third-party LLMs subject to contractual
zero-data-retention requirements are used for filtering. Finally, for emails that pass the relevance
check, the full email body is forwarded to the core Ramp system.

Ramp's Overall Security Posture

Ramp maintains a SOC 2 Type |l report which provides validation from an independent third-party
auditor that our security program meets industry standard security controls. This report is updated on
an annual basis—you can download the latest version and learn more about our security program at
trust.ramp.com.

Threat Model: Email Integrations

Two potential attack vectors that we considered in implementing our email integrations are:
e Compromise of account access: if Ramp’s access to your email accounts is compromised,
an attacker could access your emails.
e Compromise of Ramp’s storage and admin systems: if Ramp itself is compromised, an
attacker could access information stored in Ramp’s systems, including any retained email
contents.

To help mitigate these attack vectors, we designed our system to minimize the data accessed by our
email integrations wherever possible, avoid storing information we don’t need, and robustly protect
the data and credentials that we do store. The remainder of this document describes these
mitigations.

Mitigations
Access to your Inboxes

For Gmail (individual-level)

Our individual-level Gmail OAuth integration uses Google's OAuth 2.0 APIs to access emails for
connected accounts. Access is established on an individual account basis: with this integration
method each user explicitly grants Ramp's OAuth integration the permission to access their inbox.

During the OAuth process, Ramp will request only the scopes required to service the features being
enabled.
Always requested (standard access):


https://trust.ramp.com
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e gmail.readonly, which grants Ramp read access to the messages in the connected user's
own mailbox. This is the only scope requested for read-only features, and is the default for a
new connection.

Only when enabled (elevated access):

e gmail.send, which grants Ramp permission to send email as the connected user. Requested
only when connecting a feature that sends on your behalf, such as Accounts Receivable
Collections.

e gmail.compose, which grants Ramp permission to create draft messages in the connected
user's mailbox. Requested only when connecting a feature that prepares drafts for a user to
review.

Once a user completes the OAuth flow, Google issues a short-lived access token and a longer-lived
refresh token. Ramp's email integration system encrypts both tokens and stores them in our email
integration system database. We use the access token to make API requests to Gmail on behalf of
your inbox, and the refresh token to obtain new access tokens silently when the access token
expires. Ramp's Gmail OAuth application is registered in our dedicated Google Cloud Platform (GCP)
Gmail Integration project; access to that project (which holds the OAuth client configuration and
credentials) is controlled by Google's identity and access management (IAM) system and limited to
only the Ramp team members who support the integration.

Ramp interacts with the connected accounts via Google's APIs over encrypted connections.

For Outlook (individual-level)

Our individual-level Outlook OAuth integration uses Microsoft's OAuth 2.0 APlIs to access
emails for connected accounts. Access is established on an individual account basis: with this
integration method each user explicitly grants Ramp's OAuth integration the permission to
access their inbox. Every permission in this section is delegated: it is scoped to the mailbox of
the individual who completed the OAuth flow, and conveys no access to any other mailbox in
your tenant.

During the OAuth process, Ramp will request only the scopes required to service the feature.
Always requested (standard access):

e User.Read, which grants Ramp access to basic profile information for the user who
performed the OAuth flow. This grant is required by Microsoft's standard OAuth flow;
Ramp uses it only to confirm which mailbox was connected.

e Mail.Read, which grants Ramp read access to the messages in that user's own mailbox.
This is the only mail permission requested for read-only features, and is the default for a
new connection.

Only when enabled (elevated access):
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e Mail.Send, which grants Ramp permission to send email as that user. Requested only
when connecting a feature that sends on your behalf, such as Accounts Receivable
Collections.

e Mail.ReadWrite, which Microsoft requires alongside "Mail.Send" to compose or reply
within a thread. Requested only in combination with send permission.

Once a user completes the OAuth flow, Microsoft issues a short-lived access token and a longer-lived
refresh token. Ramp's email integration system—registered as an application in Microsoft Entra ID
(Azure Active Directory)—encrypts both tokens and stores them in our email integration system
database. We use the access token to make API requests to Microsoft on behalf of your inbox, and
the refresh token to obtain new access tokens silently when the access token expires. Access to the
underlying Entra ID application registration (which holds Ramp's OAuth client credentials) is
controlled by Microsoft's IAM system and limited to a small subset of engineers actively supporting
the integration.

Ramp interacts with Microsoft's Graph API directly over encrypted connections.

For Gmail (business-level)

Our business-level Gmail Integration uses a Google API integration called domain-wide delegation.
Domain-wide delegation enables a Google Workspace administrator to configure API access to every
email message within an organization without requiring each employee to manually enable access
themselves.

Once an inbox is connected, Ramp’s Google Cloud Platform (GCP) Gmail Integration project is
allowed to make API requests to Gmail on behalf of the connected users. Access to this project is
controlled by Google’s IAM system. Our software uses a Google Service Account to access this
project and make requests. Credentials for this service account are available to only a small subset of
engineers actively supporting our integration.

Ramp interacts with the connected accounts by directly using Google’s APls over encrypted
connections.

For Outlook (business-level)

Our Outlook Integration uses Microsoft's Graph API. Microsoft’'s standard OAuth flow enables an
Office 365 administrator to grant Ramp’s Outlook Integration application the following permissions:

e User.Read, which grants Ramp access to basic profile information for the administrator who
performed the OAuth flow. This grant is required by Microsoft’s standard OAuth flow, but the
administrator’s profile data is not collected or stored by Ramp.

e Mail.Read, which grants Ramp access to every email message in every mailbox in the tenant,
without requiring each employee to manually enable access themselves.
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As part of the OAuth flow, the administrator also registers your Azure tenant id with Ramp’s email
integration system.

Once the OAuth flow is complete, Ramp’s email integration system uses an Azure service account
along with your pre-registered Azure tenant id to obtain a short-lived access token to your tenant. We
encrypt that token using a dedicated key for this data type and store it in our email integration system
database. We later use that token to make API requests to Microsoft on behalf of your business.
When the token expires, we automatically repeat this flow to obtain a new one.

Microsoft offers a technique to limit the Mail.Read permission to specific mailboxes by placing
relevant mailboxes in a mail-enabled security group and then limiting Ramp’s Outlook Integration
application to only that set of mailboxes via an application access policy. Instructions for this setup
are in Microsoft’'s Graph API documentation—. Ramp offers a separate opt-out process, detailed
below.

Ramp interacts with Microsoft's Graph API directly over encrypted connections.

Granting and revoking inbox access

The Ramp email integrations give you control of which inboxes we access. By default, Ramp queries
only those inboxes that have an associated active Ramp account. Individual-level inboxes are
associated with the user who connected the inbox, and business-level inboxes are associated with
the user(s) with the same primary email address or a matching receipt forwarding email address. We
never attempt to access inboxes that do not have a corresponding Ramp user.

In-app settings (business-level)

After setting up the email integration, Ramp’s inbox permissions for individual users or entire
departments can be removed from the integration settings page in the Ramp App Center (some
changes to these settings may take up to 24hr to completely apply: Gmail—, Outlook—). After
permissions have been removed, Ramp does not attempt to access email metadata or message
bodies for the relevant inboxes. Our email integration may continue to interact with Google and
Microsoft's APlIs to list email aliases for the addresses for which access was revoked. Removing
permissions with respect to a user’s primary address will also remove permissions for their email
aliases.

User control and revoking access (individual-level)

Users may disconnect the individual-level Google OAuth connection at any time by navigating to the
“Security” section of Google Account settings and revoking Ramp’s access. Outlook users may
disconnect the individual-level Microsoft OAuth connection at any time by navigating to the “Privacy”
section of Microsoft account settings and revoking Ramp’s access.


https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access
https://app.ramp.com/settings/integrations/01906ef3-4f29-76cf-bbfc-9068172416a5?category=ALL#/d/integration-receipts/gmail/individual-inboxes
https://app.ramp.com/settings/integrations/01906f03-d7e0-715a-bdaf-b6c9aa878138?category=ALL#/d/integration-receipts/outlook/individual-inboxes
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Further, Ramp administrators can disable the Oauth integration feature for all users in their business
through the integration settings page in the Ramp App Center—. The same settings that our
business-level integration offers are available here as well: individual users or entire departments can
be opted out from the integration settings page (read more about opt-out above).

Minimizing data processed
Ramp email integrations are designed to minimize the data processed.

e Email APl access is confined to a restricted layer. All calls to Gmail and Outlook APIs run
inside Ramp's mailbox platform layer; no other Ramp code talks to provider APls directly, and
access to the layer's data and configuration is limited to its maintainers.

¢ Relevance evaluation gates further processing. Retrieved data is evaluated against the
feature's relevance criteria inside the mailbox platform layer, and emails that do not pass are
dropped — only emails that match are forwarded out to a consuming feature.

o Some features—Ilike our receipt integration—perform this filtering based only on
metadata like email headers. If you use only the receipt integration, for example, email
contents would never be processed during the filtering step.

o Other features—like our LLM chat integration—leverage email body snippets or
attachment names during the filtering step. Due to Google and Outlook API limitations,
features like this may also access the message contents at this stage, but they are not
stored by Ramp unless the message passes filtering.

e LLM evaluation is governed by zero-data-retention agreements. When features use a
large language model from one of Ramp's Al providers, the transmission is governed by a
zero-data-retention agreement; the provider does not retain Ramp inbox content or use it for
model training.

Minimizing data stored
Ramp email integrations avoid storing unnecessary data and delete data after it is no longer needed.

After 30 days, the only piece of information left in the integration system will be the Message-ID of
each email we have processed. Messages which are sent to Ramp’s feature-processing system are
retained by that software for a longer period of time to serve the feature needs.

In order to ensure service availability, Ramp regularly snapshots and backs up our databases.
Database snapshots and backups are regularly removed after 30 days, though may be retained for
up to three years in some cases. They are encrypted at rest.

Protecting stored data

The Ramp platform, including the email integration system that processes and stores data for the
email integrations, runs on Amazon Web Services. Following the principle of least privilege, only
engineers who maintain this integration system have access to manage related databases.


https://app.ramp.com/settings/integrations/01906ef3-4f29-76cf-bbfc-9068172416a5/#/d/integration-receipts/gmail/connect
https://app.ramp.com/settings/apps/01906ef3-4f29-76cf-bbfc-9068172416a5/receipts/gmail
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All information pulled by the Ramp email integrations is encrypted at rest in our database and file
storage system. The database for the email integrations uses a separate set of encryption keys from
other Ramp databases, and sensitive information stored in it (like message subjects and headers,
before they are purged) is further encrypted at a row level. Access to decrypted values is not

available to systems outside the email integration layer (including administration applications internal
to Ramp).
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Features

Receipts

When enabled, Ramp’s Gmail and Outlook receipt integrations collect receipts from your business’s
email automatically. Companies or users with the integration enabled can collect the majority of
receipts without any human touch.

To achieve this we periodically query a connected inbox for new email messages. If any exist, we pull
the message headers (e.g., who it was sent to, who it was sent from, and the subject line) and run a
series of rule-based and statistical algorithms to determine if the message is likely to contain a
receipt. For messages likely to contain a receipt, we pull the message body and attachments, then
run a second set of algorithms to match the potential receipt to a specific transaction. We do not
access the bodies of messages unlikely to contain a receipt.

Gmail or 0365 Integration Receipt Processing
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S
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Minimizing data processed

The Ramp receipt email integrations are designed to minimize the data processed.

Our integration pulls email metadata, specifically the Message-ID and headers (e.g., who the email
was sent to, who it was sent from, the subject line) for a subset of new mail received by an enabled
inbox. We do not pull full email bodies at this time. Furthermore, we do not pull metadata for
messages where the subject contains the keywords “confidential” or “privileged.”

We process the email metadata to determine the probability that a message contains a receipt. Our
algorithms consider a variety of factors like particular subject-line keywords, who the message is
from, etc. Because we have not accessed the email bodies at this stage, neither the contents of the
email nor its attachments are available to our algorithms.
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Most messages are rejected in this first round of processing and, as a result, Ramp does not access
their message body or attachments.

In the event that an email’s headers passed the keyword filters and the message is deemed likely to
contain a receipt, we then reach out to Gmail or Outlook a second time to access the message’s body
and attachments. We send the header and body of these messages to Ramp’s receipt-processing
software (the same system that handles receipts forwarded by your employees to
receipts@ramp.com, submitted via SMS, or uploaded via the Ramp application).

The body and attachments for messages unlikely to contain a receipt or that are rejected by our
keyword filters are not requested by our system.

Deny-list keywords or message groups
The Ramp receipt email integration gives you control over which messages we process.

By default, Ramp accesses the message body and contents only when a message is likely to contain
a receipt. Additionally, Ramp offers settings from the integration settings page in the Ramp App
Center (Gmail—, Outlook—) which allow you to deny-list certain keywords, and deny-list internal-only
emails. To process these deny-lists, Ramp accesses the email metadata as described above, and
then applies the configured deny-lists. In the event that a message is rejected by a deny-list, Ramp
does not attempt to pull that message’s body.

Minimizing data stored

The Ramp receipt email integrations avoid storing unnecessary data and delete data after it is no
longer needed.

For each email that we pull, we potentially store three separate pieces of information:

e Email Message-ID: We store the email Message-ID for every email processed by the
integration. This opaque identifier helps us recognize which emails we’ve already processed
and which still need to be processed. This information is not deleted.

e Email Headers: During our first processing step we temporarily store email headers (e.g., who
the email was sent to, who it was sent from, and the subject line). If the headers indicate that
the message is unlikely to contain a receipt, we delete the headers immediately. When a
message is deemed likely to contain a receipt and moves to the second processing step, we
store the headers for up to 30 days.

e Email Bodies and Attachments: Email bodies contain the actual contents of the email (any
text, html, or attachments). As noted above, we do not access message bodies for messages
that fail our keyword filters or are unlikely to contain a receipt. When a message is deemed
likely to contain a receipt and we access its message body, the body and headers are sent to


mailto:receipts@ramp.com
https://app.ramp.com/settings/integrations/01906ef3-4f29-76cf-bbfc-9068172416a5?category=ALL#/d/integration-receipts/gmail/individual-inboxes
https://app.ramp.com/settings/integrations/01906f03-d7e0-715a-bdaf-b6c9aa878138?category=ALL#/d/integration-receipts/outlook/individual-inboxes
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Ramp’s receipt processing software (the same system that handles receipts manually
forwarded by your employees to receipts@ramp.com, submitted via SMS, or uploaded via the
Ramp application), and may also be stored in our email integration system for up to 30 days.



mailto:receipts@ramp.com
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Agent search

When enabled by both admins and individual users, any Ramp Al agent that requires email
information can search a connected inbox to answer questions, for example, about vendor
agreements, purchase orders, invoice and shipping confirmations, or travel itineraries. Agent Search
runs only when enabled and when a Ramp Al agent needs email context to assist a user.

Controlling Agent Search

Agent Search can be enabled or disabled at the admin level for your entire business (Gmail—,
Outlook—), and runs only against inboxes with an active Ramp account. Individual users can disable
agent search in their automations page.

Minimizing data processed

e User-initiated, individual inboxes only. Every search is tied to a specific user and runs only
against that user’s own connected inboxes. Ramp does not permit anyone other than the
mailbox owner to search a particular mailbox.

e Bounded by the agent's intent. The agent submits a targeted query based on its intent,
which is logged by Ramp for auditability. Each search runs against the provider’s API from
within Ramp’s dedicated email integration system, retrieving a bounded set of full candidate
messages.

e Relevance evaluation gates further processing. Before any message reaches the agent,
the integration system filters candidates through a Large Language Model for relevance. The
Al model evaluates the sender, subject, date, message snippets, and attachment file names
against the search intent. Only relevant messages are returned to the agent; the rest are
disregarded by our email integration system and not stored.

Provider Integration Agent
(Gmail or 0365) (Ramp) (Ramp)
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https://app.ramp.com/settings/integrations/01906ef3-4f29-76cf-bbfc-9068172416a5?category=ALL#/d/integration-receipts/gmail/individual-inboxes
https://app.ramp.com/settings/integrations/01906f03-d7e0-715a-bdaf-b6c9aa878138?category=ALL#/d/integration-receipts/outlook/individual-inboxes
https://app.ramp.com/settings/integrations/01906f03-d7e0-715a-bdaf-b6c9aa878138?category=ALL#/d/integration-receipts/outlook/individual-inboxes
https://app.ramp.com/my-automations#/d/automations/email
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Minimizing data stored

The search and filtering process does not store email contents or attachments. Messages fetched for
a search are filtered, returned, and discarded within the request.

Ramp stores only the relevant emails and attachments the agent surfaces in the conversation, so the
user can review it and continue the same conversation thread later.

For more information about Ramp’s practices with respect to Al see our Al Whitepaper.



https://trust.ramp.com/?itemUid=83022240-aa53-424e-a59b-2befde725404&source=search
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Accounts Receivable Collections

Once enabled, Ramp’s Accounts Receivable Collections integration can help users manage email
correspondence for overdue-invoice collection cases. The feature uses connected Gmail or Outlook
inboxes to surface email threads that match a collections case and to help draft collection emails.

Controlling Accounts Receivable Collections

Access is granted and managed per connected inbox by the inbox’s owner. Users can enable or
disable an inbox for Accounts Receivable Collections from the Collections inbox settings in Ramp.
When an inbox is disabled, our integration no longer uses it to retrieve matching collection emails or
send collection messages.

Accounts Receivable Collections require read access to retrieve relevant email threads, and send
access to dispatch collection messages from an enabled inbox only after a user reviews the draft and
explicitly clicks Send in Ramp.

Minimizing data processed

Ramp retrieves email data only for messages and threads relevant to a specific collections case.
Unrelated messages are not forwarded to the Accounts Receivable Collections feature.

e Relevance is defined by your own customer records. We pull the message headers (e.g.,
who it was sent to, who it was sent from, and the subject line) and match them against the
contact addresses your business has recorded for its customers. We do not access the bodies
or attachments of messages that do not match.

e Only matching messages leave our email integration system. Only matching messages
are forwarded out of Ramp's email integration system to the collections feature, which discards
any message that does not resolve to exactly one of your customers.

e Recipients are limited to that customer's own contacts. Every recipient is resolved from
the contact records your business keeps for that customer, and checked against them again
before the message goes out. We do not send a collection email to any other address.

Controlling outbound messages

Until it is sent, a collection email exists only in Ramp and not in your inbox. Our integration submits it
to Gmail or Outlook only after a user finalizes it in Ramp and clicks Send. Collection emails can only
be sent to that customer's recorded contacts.
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Accounts Payable Intake

Once enabled, Ramp’s Accounts Payable Intake integration polls the connected Gmail or Outlook
inbox for invoices and related accounts payable messages. These messages are used to create draft
bills and associated vendor records in Ramp and, when relevant, draft replies in the connected
inbox.This feature does not send emails.

Controlling Accounts Payable Intake

Access is granted and managed per connected inbox. Users can enable or disable an inbox for
Accounts Payable Intake from the Bill Pay settings in Ramp or the integration settings page in the
Ramp App Center (Gmail—, Outlook—). When disabled, Ramp no longer uses the inbox to create
draft bills or associated records or to draft email replies.

Accounts Payable Intake requires read access to retrieve relevant email threads, and compose
access to create draft replies. Once a thread contains a relevant message, our integration also reads
the replies your users send in that thread to improve future drafts.

Minimizing data processed

The Ramp Accounts Payable Intake integration is designed to minimize the data processed, and
gives you control over which messages we process.

Filtering occurs in the email integration system before any email or attachment data is passed to
Ramp’s core systems. Users can limit intake to messages sent to a designated address, and can
choose whether to process messages from all senders, employees only, or employees and
recognized vendors. Recognized vendors can be matched by an exact contact email address or by
domain.

When opted in, Ramp's email integration system may read your emails to learn your writing style.
Email content used only for style learning does not leave the email integration system or enter
Ramp’s core systems. Ramp retains only the resulting writing-style preferences.

Minimizing data stored

Email and attachment data for messages that do not pass the integration-layer filters is discarded
before reaching Ramp’s core systems. Relevant emails and attachments that pass the filters,
together with the final sent versions of Ramp-generated draft replies, remain available with the
associated AP records in Ramp’s core systems.

Controlling outbound messages

Draft replies are created in the connected inbox. Accounts Payable Intake does not send email, so a
reply goes out only when the user sends it from Gmail or Outlook.


https://app.ramp.com/settings/integrations/01906ef3-4f29-76cf-bbfc-9068172416a5?category=ALL#/d/integration-receipts/gmail/individual-inboxes
https://app.ramp.com/settings/integrations/01906f03-d7e0-715a-bdaf-b6c9aa878138?category=ALL#/d/integration-receipts/outlook/individual-inboxes

